
 December 9, 2021 

 Senator Ben Ray Lujan, Chair 
 Senator John Thune, Ranking Member 
 U.S Senate Committee on Commerce, Science, and Transportation 
 Subcommittee on Communications, Media, and Broadband 

 Re:  Hearing  on  “Disrupting  Dangerous  Algorithms:  Addressing  the  Harms  of  Persuasive 
 Technology” 

 Dear Chairman Lujan, Ranking Member Thune: 

 We  the  undersigned  parties,  members  of  the  Disinfo  Defense  League,  respectfully  request  that 
 you  accept  this  letter  for  the  record  of  your  hearing  on  “Disrupting  Dangerous  Algorithms: 
 Addressing the Harms of Persuasive Technology.” 

 The  Disinfo  Defense  League,  or  DDL,  is  a  distributed  national  network  of  over  200  grassroots, 
 community-based  organizations  that  are  building  a  collective  defense  against  disinformation 
 campaigns  that  deliberately  target  Black,  Latinx,  Asian  American,  and  other  communities  of 
 color. 

 We  are  deeply  concerned  by  systemic  problems  posed  by  the  complex  set  of  digital  tactics  and 
 designs  that  undermine  confidence  in  our  democracy,  sow  distrust  among  Americans  in  our 
 public  health  institutions,  disenfranchise  voters,  and  chill  engagement  for  our  communities.  From 
 disinformation,  to  extractive  data  practices,  to  platforms’  discrimination  with  algorithms  —  we 
 have  experienced  the  weaponization  of  online  narratives  that  target  our  communities.  These 
 narratives  are  then  amplified  through  the  toxic  business  models  of  Big  Tech  and  Big  Media  who 
 have  all  shirked  responsibility  and  accountability  for  their  roles  in  spreading  dangerous 
 disinformation. 

 Policymakers  must  examine  how  the  digital  ecosystem  distorts  facts  and  spreads  lies  —  and 
 move  swiftly  to  redress  the  harms.  We  are  encouraged  by  this  Subcommittee’s  efforts  to  consider 
 this  very  issue.  We  write  today  to  urge  your  consideration  of  principles  codified  in  our  newly 



 launched  Disinfo  Defense  League  Policy  Platform,  1  designed  to  rein  in  technology  companies’ 
 extractive  data  practices  and  to  safeguard  privacy  and  civil  rights  on  social  media  platforms.  We 
 are  calling  for  policymakers  to  enact  a  strategic  set  of  solutions  to  quell  disinformation  and  build 
 a  media  ecosystem  that  serves  the  public  interest  by  promoting  accurate  news  and  information, 
 protecting  civil  and  human  rights,  and  fostering  an  informed,  equitable  electorate  across  all 
 languages. 

 We  are  calling  for  broad  reforms  from  Congress  to  adopt  comprehensive  digital-privacy 
 legislation that protects digital civil rights by: 

 ●  Limiting Big Tech's collection and use of our personal information. 
 ●  Establishing individuals’ rights to control our own data. 
 ●  Enhancing data transparency. 
 ●  Preventing discrimination by algorithms. 
 ●  Enhancing platform transparency about the impacts of their business models. 
 ●  Protecting whistleblowers & external researchers. 
 ●  Setting a floor for consumer protection, not a ceiling. 
 ●  Enlisting  the  assistance  of  other  federal  agencies  that  protect  the  public  with  specialized 

 expertise. 
 ●  Expanding Federal Trade Commission oversight  . 

 In  addition  to  addressing  the  root  design  and  algorithmic  components  of  the  problem,  we  also 
 believe  that  Congress  should  support  measures  that  will  build  up  healthier  and  diverse 
 information  pathways  for  Americans  to  access  news  as  a  public  good.  Local  news  can  be  a 
 powerful  antidote  to  the  spread  of  disinformation.  To  fully  combat  the  problems  of 
 disinformation,  hate  and  other  malign  practices  online,  we  must  fund  local  journalism.  To  that 
 end,  Congress  should  pass  legislation  to  tax  online  advertising  and  direct  those  monies  to  support 
 high-quality noncommercial and local journalism. 

 We  urge  you  to  examine  and  champion  the  principles  within  our  Disinfo  Defense  League  Policy 
 Platform,  which  centers  civil  rights,  places  a  responsibility  on  platforms  to  be  transparent  about 
 their  business  models  and  data  practices,  and  builds  up  healthier  information  pathways  for  people 
 all over America. 

 1  Disinfo Defense League, Policy Platform (Dec. 7, 2021), 
 https://www.disinfodefenseleague.org/policy-platform  . 

https://www.disinfodefenseleague.org/policy-platform


 Respectfully submitted, 

 Access Humboldt 
 Access Now 
 Arab American Institute (AAI) 
 Asian Americans Advancing Justice | AAJC 
 Asiant Pacific American Labor Alliance, AFL-CIO 
 Climate Disinformation Coalition 
 Common Cause 
 Cybersecurity for Democracy 
 Equality Labs 
 Facebook Users Union 
 Free Press Action 
 Friends of the Earth 
 Global Exchange 
 Indian American Impact 
 Japanese American Citizens League 
 Media Alliance 
 National Council of Asian Pacific Americans 
 ProgressNow New Mexico 
 The Greenlining Institute 
 UltraViolet 
 United We Dream 
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D I S I N F O  D E F E N S E  L E A G U E
P O L I C Y  P L A T F O R M

T he  Di s i n f o  De f e n s e  L e a g u e  i s  a  d i s t r i bu t e d ne t wo r k  o f  g r a s s r o o t s ,
c o mmu n i t y - ba s e d o r g a n i z a t i o n s  t ha t  a r e  bu i l d i n g  a  c o l l e c t i v e  de f e n s e
a g a i ns t  d i s i n f o r ma t i o n  a n d s u r v e i l l a nc e  c a mpa i g ns  t ha t  de l i be r a t e l y
t a r g e t  B l a c k ,  L a t i nx ,  As i a n  Ame r i c a ns  a n d I ndi g e n o u s  pe o pl e ,  a l o n g  wi t h
o t he r  c o mmu n i t i e s  o f  c o l o r .  

Ov e r  t he  pa s t  y e a r ,  d i s i n f o r ma t i o n  c a mpa i g ns  bu i l t  o n  t he  s y s t e m o f
s u r v e i l l a nc e  c a pi t a l i s m ha v e  d i s r u pt e d t he  a bi l i t y  t o  o r g a n i z e  a nd
di s s e mi na t e  a c c u r a t e  i n f o r ma t i o n  —  l e a di ng  t o  r e a l - wo r l d  ha r ms  s u c h a s
v o t e r  s u ppr e s s i o n ,  a n  i ns u f f i c i e nt  pu bl i c - h e a l t h  r e s po ns e  t o  t he
pa nde mi c ,  ha t e  c r i me s ,  v i o l e nc e ,  ha r a s s me n t  a n d a  de a dl y  i ns u r r e c t i o n
a t  t he  U . S .  Ca pi t o l .

W e a p o n i z e d  n a r r a t i v e s  t a r g e t i n g  o u r
c o m m u n i t i e s  a r e  a m p l i f i e d  t h r o u g h  t h e
t o x i c  b u s i n e s s  m o d e l s  o f  B i g  T e c h  a n d  B i g
M e d i a .  

Onl i ne  p l a t f o r ms ,  c a bl e  c ha n n e l s  a nd br o a dc a s t e r s  a l i k e  ha v e  a l l
s h i r k e d r e s po n s i b i l i t y  a nd a c c o u nt a bi l i t y  f o r  t he i r  r o l e s  i n  s pr e a di n g
da ng e r o u s  d i s i n f o r ma t i o n .  Po l i c y ma k e r s  mu s t  e x a mi ne  ho w t he
c o r po r a t e  me di a  e c o s y s t e m di s t o r t s  f a c t s  a nd s pr e a ds  l i e s  —  a n d mo v e
s wi f t l y  t o  r e dr e s s  t he  ha r ms .

We  a r e  c a l l i ng  f o r  po l i c y ma k e r s  t o  e n a c t  a  s t r a t e g i c  s e t  o f  s o l u t i o ns  t o
qu e l l  d i s i n f o r ma t i o n  a n d bu i l d  a  me di a  e c o s y s t e m t ha t  s e r v e s  t he  pu bl i c
i nt e r e s t  by  pr o mo t i ng  a c c u r a t e  ne ws  a nd i n f o r ma t i o n ,  pr o t e c t i ng  c i v i l
a nd hu ma n  r i g ht s ,  a nd f o s t e r i n g  a n  i n f o r me d,  e qu i t a bl e  e l e c t o r a t e
a c r o s s  a l l  l a ng u a g e s .
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L E G I S L A T I V E  A C T I O N

LIMITING BIG TECH'S
COLLECTION AND USE

OF OUR PERSONAL
INFORMATION. 

ESTABLISHING
INDIVIDUALS’ RIGHTS

TO CONTROL OUR
OWN DATA. 

21

Congress should adopt comprehensive
digital-privacy legislation  that protects
digital civil rights by:

* We support this legislative language for a digital-privacy and civil-rights bill drafted by
Lawyers’ Committee for Civil Rights Under Law and Free Press Action.

*
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https://www.forbes.com/sites/leemathews/2019/03/04/facebook-lets-people-find-you-by-your-two-factor-phone-number-and-you-cant-stop-it/
https://www.freepress.net/sites/default/files/2019-03/online_civil_rights_and_privacy_act_of_2019.pdf


ENHANCING DATA
TRANSPARENCY.

3

* Passing The Fourth Amendment Is Not for Sale Act would be an excellent start.

L E G I S L A T I V E
A C T I O N

*

3

https://www.wyden.senate.gov/news/press-releases/wyden-paul-and-bipartisan-members-of-congress-introduce-the-fourth-amendment-is-not-for-sale-act-


54
PREVENTING

DISCRIMINATION BY
ALGORITHMS.

ENHANCING PLATFORM
TRANSPARENCY ABOUT
THE IMPACTS OF THEIR

BUSINESS MODELS. 

L E G I S L A T I V E
A C T I O N
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76
PROTECTING

WHISTLEBLOWERS
AND EXTERNAL
RESEARCHERS. 

EXPANDING FEDERAL
TRADE COMMISSION

OVERSIGHT.

L E G I S L A T I V E
A C T I O N
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98
ENLISTING THE
ASSISTANCE OF
OTHER FEDERAL
AGENCIES THAT

PROTECT THE PUBLIC
WITH SPECIALIZED

EXPERTISE.

SETTING A FLOOR FOR
CONSUMER PROTECTION,

NOT A CEILING. 

L E G I S L A T I V E
A C T I O N
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* Free Press’ Beyond Fixing Facebook paper offers ideas on how Congress could institute
a platform-advertising tax to support local journalism.

Congress should pass legislation to tax
digital advertising and direct those monies
to support high-quality noncommercial and
local journalism.

Local news can be a powerful antidote to the spread of
disinformation. To fully combat the problems of disinformation,
hate and other malign practices online, we must fund high-quality,
local journalism and urge Congress to create a small percentage
tax on the online advertising revenues of the largest online
platforms.

For example, a 2% tax, could yield more than $2 billion for a
national endowment to support local news and information,
including journalism by and serving people of color, non-English
speakers, and other minority groups.*

L E G I S L A T I V E
A C T I O N
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https://www.freepress.net/sites/default/files/2019-02/Beyond-Fixing-Facebook-Final_0.pdf
https://www.freepress.net/sites/default/files/2019-02/Beyond-Fixing-Facebook-Final_0.pdf


The FCC should issue guidance
pursuant  to  the broadcast-hoax
rule  

The Biden administration should leverage
existing authorities to rein in disinformation.

The administrat ion should
appoint  a  White  House of f ic ia l

The Federal  Trade Commiss ion
should in i t iate  a  ru lemaking

The Just ice  Department ,  FTC
and other  federal  and state
enforcement  agencies  should
apply  ant i t rust  law 

E X E C U T I V E  A C T I O N
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I N T E R N A T I O N A L  A C T I O N

The United Nations should document and
analyze the harms that disinformation has
caused to historically-oppressed
populations around the world, and set in
place the building blocks for repair.

T h e  U . N .  s h o u l d  i n v e s t i g a t e  t h e  h a r m s  o f  d i s i n f o r m a t i o n
a c r o s s  t h e  w o r l d  a n d  t h e  u n i q u e  h a r m s  t o  B l a c k ,
I n d i g e n o u s ,  a n d  b r o w n  p e o p l e .  B u i l d i n g  o n  t h e  2 0 2 1  r e p o r t
o n  d i s i n f o r m a t i o n  b y  t h e  S p e c i a l  R a p p o r t e u r  o n  t h e
p r o m o t i o n  a n d  p r o t e c t i o n  o f  t h e  r i g h t  t o  f r e e d o m  o f  o p i n i o n
a n d  e x p r e s s i o n  m a d e  t o  t h e  U . N .  H u m a n  R i g h t s  O f f i c e  o f  t h e
H i g h  C o m m i s s i o n e r ,  t h e  U . N .  s h o u l d  i s s u e  a  f u l l  r e p o r t  o n
t h e  h a r m s  c a u s e d  b y  d i s i n f o r m a t i o n ,  w i t h  p a r t i c u l a r  f o c u s
o n  t h e  h a r m s  t o  B l a c k ,  I n d i g e n o u s ,  i m m i g r a n t ,  a n d  b r o w n
c o m m u n i t i e s  a r o u n d  t h e  w o r l d .

I n  c o n s u l t a t i o n  w i t h  e x p e r t  o r g a n i z a t i o n s ,  t h e  f u l l  r e p o r t
s h o u l d  b e  a c c o m p a n i e d  b y  a  s e t  o f  r e c o m m e n d e d  s t a t e
p o l i c i e s  f o r  g o v e r n m e n t s  t o  c o n s i d e r  a d o p t i n g  t o  s t o p  t h e
s p r e a d  o f  d i s i n f o r m a t i o n .  I t  s h o u l d  a l s o  s u g g e s t  r e m e d i e s
f o r  t h e  h a r m s  p e o p l e  h a v e  a l r e a d y  e x p e r i e n c e d .
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https://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/Report-on-disinformation.aspx


P O L I C Y  P L A T F O R M
S I G N A T O R I E S

T h e  f o l l o w i n g  o r g a n i z a t i o n s   h a v e  s i g n e d  o n  t o  t h e
D i s i n f o  D e f e n s e  L e a g u e  p o l i c y  p l a t f o r m :
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A c c e s s  H u m b o l d t
A c c e s s  N o w
A r a b  A m e r i c a n  I n s t i t u t e
A s i a n  A m e r i c a n s  A d v a n c i n g  J u s t i c e  -  A A J C
A s i a n  P a c i f i c  A m e r i c a n  L a b o r  A l l i a n c e ,  A F L - C I O
C o m m o n  C a u s e
C y b e r s e c u r i t y  F o r  D e m o c r a c y
D e m o s
D e t r o i t  C o m m u n i t y  T e c h n o l o g y  P r o j e c t
E q u a l i t y  L a b s
F a c e b o o k  U s e r s  U n i o n
F i g h t  F o r  T h e  F u t u r e
F r e e  P r e s s  A c t i o n
G l o b a l  E x c h a n g e
T h e  G r e e n l i n i n g  I n s t i t u t e
I n d i a n  A m e r i c a n  I m p a c t
I n s t i t u t o  d i  G e o p o l i t i c a  D i g i t a l e
J a p a n e s e  A m e r i c a n  C i t i z e n s  L e a g u e
K a i r o s
M e d i a  A l l i a n c e
M e d i a J u s t i c e
M i a m i  W o r k e r s  C e n t e r
M i j e n t e
N a t i o n a l  C o u n c i l  o f  A s i a n  P a c i f i c  A m e r i c a n s  ( N C A P A )
N e w  G e o r g i a  P r o j e c t
N o t i c i a s  P a r a  I n m i g r a n t e s
O p e n M I C
P e o p l e ' s  A c t i o n
P r o g r e s s N o w  N e w  M e x i c o
P u b l i c  G o o d  P r o j e c t s
R e F r a m e
R u r a l  O r g a n i z i n g  P r o j e c t
U l t r a v i o l e t
U n i t e d  W e  D r e a m
W o m e n ' s  M a r c h

as of December 6, 2021

*

*
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